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Abstract

The goal of the European Accessibility Obsenatory (EIA O) is to cortribute to

better e-accessibiliy and to increasethe use of standards for online resources.
ROBACC (ROBot assessingveb ACCessibility) is a crawler that assessethe

accessabiliy of a web sites and storesit in a database. The goal of our project

wasto designtoolsto log the usersbehaviour, analysethe information gathered
and use this to improve database performance and the web interface. To do
this task we have designedtwo tools, one for analysing the databaselog and
one for analysing the web log. The databaseanalysistool givesus an overview
over all queries(the most common, slowest, most time consuming,a summary).

The web log analysing tool looks at the web log in a similar way. It givesus
an output of the valuesselectedby userswhen searding for information on the
ROBACC-site. Sincethe EIAO project is still in an early phasethe number
of visitors to the ROBACC-site is limited and this has made our task a bit

more dizcult since we have not had much data to baseour recommendations
on. Neverthelesswe have found areaswere we have suggestionsto improve the
databaseand web interface.
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Chapter 1

Intro duction

1.1 Background

The Web Mining and Data Analysis courseis based on projects where the
students regularly meet with a mentoring team. Our choice of project was
\User behaviour logging for data warehousetuning".

In this project, we will beworking against Steinbit's[ 2] ROBA CC[1] database,
which is a data warehousepowered by an Apache[3] web sener with PHP[5]
support and a PostgreSQL[E] database.

1.2 Goals and scope

Our goal with this project is to designa set of tools to log user behaviour for
tuning the data warehouseand improving the web interface. We will look at
both databaseand web log. An analysis of both these sourcesmay yield infor-
mation that we can useto suggestimprovemens on both the data warehouse
and web interface.

1.3 Limitations

There are sewral methods to log database usage,and log les have di®eren
formats. We will therefore be focusing on supporting the log format which is
currently being usedon Steinbit's PostgreSQL database.

An analysing tool for looking at click streams has not beenimplemented
in this project as this requires somewhat complex client side scripting, which
would record a user's click stream and submit this to the web serer. Another
reasonwhy we rejected this option is that the web serer log contains about the
sameamournt of information we would get from deweloping the complex, client
side scripting tool.

The number of visitors to the ROBACC seard site is limited, and therefor
the amount of statistical data, which wewill baseour conclusionson, are limited
aswell. Becauseof this, someassumptionswere made.
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Problem descriptions

2.1 Database logs

Our rst problem will be deweloping a tool for analysing a PostgreSQL log Te.
From a such Te we would get information about every query that has been
executed on the database. With this information, we can showv what is the
most frequertly executedquery, and by this create a basisfor databasetuning.

PostgreSQL also suppliesinformation about the duration of a query. This
information will be usedto track down slow queries.

2.1.1 Conguring PostgreSQL logging

The ROBACC databasehasnot beenlogging any other information than error
messageswhich is not very useful in our case.Becauseof this, we do not have
any history of the databaseusage.

By setting the parametersin postgresgl.conf asshown in gure 2.1, we
get a sensiblelogging format, which our databaselog reader will be aimed to

support.
log_connections = true

log_pid = true
log_statement = true
log_duration = true
log_timestamp = true

Figure 2.1: Databaselogging format con guration

2.1.2 Looking at the database log output

By setting the parametersaslisted in gure we get a log output similar to
what is showvn in “gure (2.2 on the following page.

We will, in essencepnly be looking at statement and duration entries.
We will be handling the four most important SQL statemens; SELECTINSERT
UPDATENd DELETE
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2004-11-14 16:14:49 [13549] LOG: statement: SELECT
generator,
round(AVG(pt.htmlerrs)) AS "Errors”,
case when AVG(pt.size)=0 then 999999
else 1000*cast(AVG
(pt.htmlerrs) as
float)/cast(AVG(pt.size) as float)
end as errorskb,
COUNT(*) AS "Sites"

FROM
pagetest pt,
location |,
provider p,
lasttime It

WHERE

pt.location=l.id AND
pt.provider=p.id AND
pt.testtime=lt.lastcheck

GROUBY generator

ORDEMBY ROUND(AVG(pt.htmlerrs))

Figure 2.2: Databaselog format example
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2.1.3 Database analysing tool features

Our databaseanalysistool should have the following features:
2 Show total number of queries,unique queries, max durations.
2 summariseall queriesby the typesSELECTINSERTUPDATENnd DELETE
2 Show the most time consuming querieson the database.

2 Shaw the slowest queries.

2.2 Web server logs

Our secondproblem will be developing a tool for analysing the web server log
‘Tes. From these les we would get information about what web pagesthat
have beenvisited and any GETor POSTubmissionsto the sener.

2.2.1 Conguring Apache web server logging

The web serer on Steinbit[ 2] has beenlogging requestsfor about a year, sowe
have somedata which will be analysed.
The parametersin httpd.conf were set asshowvn in gure 2.3

LogFormat "%h %Il %u%t \"%r\" %>s%b\"%{Referer}i\" \"9%{User-Agent}i\""

Figure 2.3: Apache web sener log format

2.2.2 Looking at the web server log output

By setting the log format as shown in gure 2.3, we get a log output as showvn
in gure [2.4 on the next page.

There are two di®erent web interfacesto the ROBA CC[1] database{ onein-
terface which contains drop down boxesfor selectingprede ned valuesfor given
parameters,and another interface which allows you to executean arbitrary SQL
query statemerts.

The most interesting web interface is the one with the drop down boxes,
sincethis is the web interface which has beenaccessednost frequertly. When
selectingthe valueson the web interface and then pressing\Search"”, the values
are submitted to a Te called dosearch.php, where the SQL query statemerts
are built and executed{ this is the Te referencewe are looking for in the web
sener logs.

The relevant information we get from the web sener log is the parameters
and valuespassedto the dosearch.php le. This information allows usto com-
pare the SQL query statemerts generatedfrom dosearch.php and the actual
gueriesexecutedon the database.

1This format is also known as the \Com bined Log Format" in Apache.
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62.73.249.252 - - [31/Oct/2004:17:10:16  +0100]

"GET /robacc/dosearch.php?language=english&country=Ireland&\
category=All&city=All&type=All&sort=country&results=100&\
urisearch=&doctype=xhtml HTTP/1.1" 200 5723\
"http://steinbit.agder-ikt.hia.no/robacc/search3j.php" \

"Mozilla/5.0  (X11; U; Linux i686; rv:1.7.3) Gecko/20041003 Firefox/0.10.1"

Figure 2.4: Web sener log format example

2.2.3 Web server analysing tool features

Our web sener analysing tool should have the following features:

2 Find all parameters which has been passedto dosearch.php and their
values.

2 Summariseequal valuesfor ead parameter.
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Designing the tools,
Implemen tation

The Python[4] programming languageis usedfor implemerting both the database-
and the web serer analysing tool.

3.1 Database log analyser

The databaselog format is relatively xed, any variation would be a missing
time stamp or missing PIDs. However, these variations will be handled by our
analysing tool.

3.1.1 Design
LogReader QueryList
+parse(): void =00l = === = ] +sortByDuration(): void
+printStats(): void +stripped(): List
I I
| |
1 |
v A
QueryLine Query
+isValid(): boolean -text: String
+newStatement(): boolean -duration: float
+contStatement(): boolean -type: String
+duration(): boolean +getQuerytext(): String
+getText(): String +getDuration(): float
+getDuration(): float +strip(): String
+getTimestamp(): String
+getPid(): int

Figure 3.1: Classdiagram for databaselog reader

The design of the database analysing tool is fairly simple. Python[4] has
somevery nice built-in functions for handling lists and dictionaries, which makes
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the implementation a relatively easytask. We will brie°y explain someof the
main functions of our classesn the following sections.

LogReader

The LogReaderis the main classof the analysingtool. This classhasreference
to the log Te and is responsible for parsing it. Any output will be initiated
from this class.

QueryLine

A QueryLine object is createdfor ead line we read from the log Te. From this
object, we canidentify alog entry to be either a new statement a continuation
line, a duration line or an unrecognisedline.

Query

A Query object will be createdwheneer we hit a QueryLine which is identi ed
as new statement Next, any time stamp or PID valueswill be added to the
object, aswell asthe duration of the query.

QueryList

The QueryList object is wrapper for List , which cortains every Query object
that has been created. This object also has a few additional functions for
calculating statistical data for the list of query objects.

3.1.2 Problems and some solutions

Although the log Te is somewhat xed, we did encourter someproblems.

Regular expressions

Making a computer program interpret a line of text like a persondoes, is not

as easy as one should think. We want to extract information sud as time

stamps, PID numbers, durations, statemerts, and soon. In our case,ead log

line would have di®eren length, making a simple \ substring sqution"E useless.
The solution for our problem would be regular expressions By using regular

expressions we are able to recognisepatterns in text with variable length, and

performing advanced modi cations on them. However, by introducing regular

expressions one might also say that we introduce another problem. Regular

expressions are extremely powerful, but they might be just as error-prone as
writing any complex programming code.

LA \ substring solution would be a solution where we would be cutting a string at a known
index and length for removing the unwanted characters.
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3.2 Web server log analyser

The work of dewveloping a log analyserfor the web serer is similar to the work
of dewveloping the databaselog analyser. We rely on regular expressionwhen
extracting the parametersand values.

3.2.1 Design

The design of the web sener log analyser is simpler than our database log
analyser.

LogReader QueryList
+parse():void @00l = = = = = > +parse(): void
+printStats(): void +printQueryStats(): void

Figure 3.2: Classdiagram for web sener log reader

LogReader

The LogReaderis the main classof the analysingtool. This classis responsible
for extracting the queriesfrom the log and storing them in the list of queries.

QueryList

The QueryList is responsiblefor calculating statistical data of itself. This class
will summarisevaluesfor eath parameter.
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Analysing logs, discussion

4.1 Ab out database performance tuning

Database tuning is the activity of making a databaserun as fast as possible.
Tuning is dizcult becauseit requires global knowledge of the whole system.
From the hardware to the operating system and the transaction subsystem,
including the queries. The key featuresin databasetuning are often

2 Concurrency cortrol
How to minimise the lock contention.

2 Recovery
How to managethe writes to the log/dump.

2 0S
How to optimise bu®er size, processsdeduling.

2 Hardware
How to allocate CPU, RAM, and disk subsystemresources.

We will in this report take a closerlook at tuning using index. In an large
databasethere are often a strong need for indexesfor making queries faster.
But indexesmay be faster or slower than scanssince somedata are updated
too often to be usedin an index. You can end up running multi-table joins for
hours, becausethe wrong indexesare de ned. It is alsoimportant not to insert
indexesthat are never used, becausethey take up a lot of resources,especially
when being updated.

4.2 Database log

By running our database log analyser we get an overview over the slowest
gueries. the most frequert queriesand the most time consuming queries.

As shown in gure [4.1 on the following pagethere are 3654 unique queries.
Howevwer, by replacing all string valueswith " and all integer valueswith 0 in
the query statement, we get a stripped query. And whenwe comparethe unique
and unique stripped queries,there are only 160 unique stripped queries, which

9



CHAPTER 4. ANALYSING LOGS, DISCUSSION

Total number of queries: 11796 Unique: 3654 Unique stripped: 160

SELECT:4834  (40.98%)
INSERT: 3449  (29.24%)
DELETE:12 (0.10%)
UPDATE37 (0.31%)

Figure 4.1: Databasequery statistics, part 1

is a signi cant decreasdan number of statemerts. This allows usto get a better
overview when looking at the most time consuming queries executed on the
sener.

4.2.1 Most time consuming queries

As we seein gure [4.4 on page'13, the most time consumingquery, with a large
margin down to number two, is COMMITWORHKdowewer, this operation marks
the end of a successfulimplicit or user de ned transaction, and it is not to be
consideredas a candidate for general performancetuning.

The runner up is an INSERTstatemert which inserts data into a table named
rawdata This table has no indeciesand should not have any.

4.2.2 Slowest queries

If we disregard the slowest query shown in gure (4.2 on the following page,
which is a custom query executedby us, the slowest query would be the

SELECTd, english FROManguage

query at 1179ms,which has a running time of nearly twice the query on the
following place. This indicates that this query would be a good candidate for
tuning. However, when looking at the overview over the most time consuming
gueries (see gure on page(13), the total running time for this query is
4747msand in the list of how many times a query has been executed, we
‘nd that this speci ¢ query has beenexecuted 70 times. When this query on
oneoccasionhastaken 1179msto execute,the averagefor the 69 other times is
W = 52ms which is an acceptableamourt of time. Why this instabilit y
in execution time we can not say, but this might be somethingto look into.

The queriesthat are the most obvious to look at are the SELECTqueries
with parametersthat utilises tables that are not subject to frequert updates.
One such query is shovn in gure [4.5 on page/14,

where the result of the query depends on the tables pagetest location,
provider, and lasttime and their columnslocation, provider, testtime and gener-
ator. All of thesecolumnsare indexed exceptgenerator, soour recommendation
would be to index that column as well.

The samegoesfor

10
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Slowest queries:
1221.088 ms
1179.094 ms
1034.399 ms

798.758

664.539

615.009

586.769

570.066

566.556

532.842

ms

ms

ms

ms

ms

ms

ms

select count(*) from rawdataineu;

SELECTd, english FROManguage

select count(id) from rawdata select count(id) from
rawdata;

SELECTd, english FROManguage

INSERTINTO lasttime SELECTpt2.location,
MAX(pt2.testtime) FROMagetest pt2 GROUBY
pt2.location;

insert into temp SELECTpt2.location,MAX(pt2.testtime)
FROMyagetest pt2 GROUBY pt2.location;

insert into temp SELECTpt2.location,MAX(pt2.testtime)
FROMyagetest pt2 GROUBY pt2.location;

INSERTINTO lasttime SELECTpt2.location,
MAX(pt2.testtime) FROMagetest pt2 GROUBY
pt2.location;

insert into temp SELECTpt2.location,MAX(pt2.testtime)
FROMagetest pt2 GROUBY pt2.location;
SELECTgenerator, round(AVG(pt.htmlerrs)) AS
"Errors", case when AVG(pt.size)=0 then 999999 else 1
000*cast(AVG (pt.htmlerrs) as float)/cast(AVG(pt.size)
as float) end as errorskb, COUNT(*)AS Sites" FROM

pagetest pt, location |, provider p, lasttime It WHERE
pt.location=I.id ANDpt.provider=p.id AND
pt.testtime=lt.lastcheck GROUBY generator ORDERBY

ROUND(AVG(pt.htmlerrs))

Figure 4.2: Database query statistics, part 2

11
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Most frequent queries:

3334
3334
3334
3334
2567

749

504

72

70
68

select version()

COMMIWORK

select version()

COMMIWORK

insert into rawdata (uri, pageuri, htmlerrs, htmlparseok,
images, altimages, styleimages, server, contenttype, date,
lastmodified, contentlength,  setcookie, etag, connection,
cachcontrol, contentlanguage, contentencoding, doctag,
generator)

Values(ll,II,O,O,O’O,O’II’II’II,II,II,II,II,II,II,II,II,II,II);
insert into rawdataineu (uri, pageuri, htmlerrs, htmlparseok,
images,altimages,styleimages, server, contenttype,

date, lastmodified, contentlength,setcookie,etag,connection,cachcontrol,
contentlanguage, contentencoding,doctag)  values(",
SELECTDISTINCTcity FROMocation WHEREountry="  and city

IS NOTNULLORDERY city

SELECTDISTINCTtype FROMrovider WHEREategory="  ANDtype

IS NOTNULLORDERY type

SELECTd, english FROManguage

INSERTINTO log (ip, host, referer, agent, self, query, time)
VALUES",",",",",")")

Figure 4.3: Database query statistics, part 3

12
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Most timeconsuming queries:

220496.564 ms

8683.194 ms

5535.636 ms
4747.46 ms
4319.749 ms
4094.658 ms

2442.993 ms

2325.918 ms

2063.276 ms

1882.456 ms

1519.688 ms

(3334)
(2567)

(3334)
(70)
(68)
(25)

(749)

(25)

(9)

(8)

()

COMMIWORK

insert into rawdata (uri, pageuri, htmlerrs,
htmlparseok, images,altimages,styleimages,
server, contenttype, date,lastmodified,
contentlength,setcookie,etag,connection,cachcontrol,
contentlanguage, contentencoding,doctag,
generator)

values(",",0,0,0,0,0,",",",",",",

select version()
SELECTd, english FROManguage
INSERTINTO log (ip, host, referer, agent,

self, query, time) VALUES"","".".".")
insert into temp SELECT
pt2.location,MAX(pt2.testtime) FROMagetest

pt2 GROUBY pt2.location;

insert into rawdataineu (uri, pageuri,

htmlerrs, htmlparseok,
images,altimages,styleimages,

server, contenttype, date,lastmodified,
contentlength,setcookie,etag,connection,cachcontrol,
contentlanguage,contentencoding,doctag) values(",
create temporary table temp(id int, lastcheck
timestamp);

SELECT.uri,  pt.htmlerrs,case  when size=0
then 999999 else 1000*cast(htmlerrs as float)/
cast(size as float) end as errorskb,

l.country,  p.category, p.type, pt.generator,
date_trunc(",pt.testtime) AS "testtime” FROM
provider p, location |, pagetest pt, tempt
WHERRt.location=l.id ANDpt.provider=p.id
ANDt.id=pt.location AND

t.lastcheck=pt.testtime

ORDERMY uri ASCLIMIT 100 OFFSET;
INSERTINTO lasttime SELECTpt2.location,
MAX(pt2.testtime) FROMagetest pt2 GROUBY
pt2.location;

SELECTgenerator, round(AVG(pt.htmlerrs)) AS
"Errors”, case when AVG(pt.size)=0 then 999999
else 1000*cast(AVG (pt.htmlerrs) as float)/
cast(AVG(pt.size) as float) end as errorskb,
COUNT(*)AS "Sites" FROMpagetest pt, location
[, provider p, lasttime It WHERE
pt.location=l.id ANDpt.provider=p.id AND

pt.testtime=lt.lastcheck GROUBY generator
ORDEMBY ROUND(AVG(pt.htmlerrs))
13

Figure 4.4: Database query statistics, part 4
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1519.688 ms (5) SELECTgenerator, round(AVG(pt.htmlerrs)) AS
"Errors”, case when AVG(pt.size)=0 then 999999
else 1000*cast(AVG (pt.htmlerrs) as float)/
cast(AVG(pt.size) as float) end as errorskb,
COUNT(*)AS "Sites" FROMagetest pt, location
I, provider p, lasttime It WHERE
pt.location=l.id ANDpt.provider=p.id AND
pt.testtime=lt.lastcheck GROUBY generator
ORDEMBY ROUND(AVG(pt.htmlerrs))

Figure 4.5: Database query statistics, SELECT statemernt

SELECTDISTINCTcity FROMocation WHEREountry="  and city
IS NOTNULLORDERY city

and

SELECTDISTINCTtype FROMrovider WHEREategory="  ANDtype
IS NOTNULLORDERY type

whereit could be wiseto index country, city, category and type in the tables
location and provider if they should increasein number of rows. At the momert
they are so small that indexing them will not improve the performance.

4.3 Web server log

From the web serner log we can seecon rmations to what we already know
from the databaselog analysis. Almost every one of the valuesis set to their
standard choice { typically \all" > 80% of the time. The two exceptionsare
\Category" and\Country". This indicatesthat the tables containing thesetwo
columns should be optimised if their tables should grow large. When focusing
on the designof the web interface thesetwo drop down boxes (\Category" and
\Country") should have an eminernt position which makesit easyfor the user
to spot them, typically on the top and to the left. This is their current placing
so no changeis necessaryhere.

14
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Conclusions

Through this project we have designedtwo tools, one for analysing a database
log, and another for looking at the web log. This is for trying to nd as much
information as possible about the usersbehaviours. With the data that has
been available to us in this project there is not possibleto draw any large
conclusion.

The database log

By analysing the databaselog we have found areasthat we think can be im-
proved. This mainly dealswith indexing di®erent columns in tables that are
not subject to frequernt updates. We have found that the column geneator in
table pagetestand possibly alsothe columns country, city, category and type in
the tables location and provider should be indexed should their number of rows
increase.

The Web log

It isditcult to draw conclusionson basisof just the analysisof the weblog. But
what we have found here supports someof our conclusionsbasedon database
log analysis.

15
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