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Abstract: In this project the group has developed a plugin module for the Azureus BitTorrent
client. The purpose of this plugin is to monitor the availability of a file, or torrent, in download.
The Peer Surveillance Plugin does this by measuring the availability-percentage of the
monitored files, and if the percentage is 100% or more, the plugin reckons the file as available
and measures uptime for the file.

The Azureus BitTorrent client is open-source and supports plugins, but the documentation is
somewhat sparse making it difficult to navigate and find the correct methods.

File sharing is currently a hot issue and gets a lot of media coverage. Programs like the plugin
developed by this group can make users of p2p-systems aware of what information about
themselves others on the network can monitor and gather.
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1 Introduction

By observing traffic on p2p networks over time tistecs may be gathered about specific peers
and of the peer network as a whole, and used tdeckarious reports such as the
uptime/downtime of a peer in the network, the glalime/downtime of all peers in the network
and the bandwidth spent on p2p activities comptredtal capacity of a peer’s network
resources. In addition to this kind of informatimmout peers one can also monitor the
downloadable items and gather statistics abouttiwvadop downloaders are. One can also
observe what items are the most downloaded ondsnake general statistics about the average
availability of p2p content. Statistics made fromels observations would typically include
lifetime of the content, % availability, degreereplication and so on.

A tool which reports this kind of statistics mayweseveral purposes. It can be used as a network
analysis tool to provide info about machine avaligbon Internet for distributed applications.

The higher the availability of a machine, the besigted it becomes for hosting distributed
applications for various purposes. This could idelapplications for e.g. key cracking efforts and
distributed backup systems.

As p2p file sharing becomes more and more popufemg private individuals it also becomes
easier to make money out of it. As a result it @iets possible to make money on file sharing, and
organisations providing material for downloading astablished. However, a very huge amount
of the provided material is illegal or copyrightexterial not meant for file sharing. This is also
why, in many cases, it is possible for these omgitins to make money from distributing the
material. Of course, organisations providing illegaterial or services could be defined as
organized crime and is not very popular in the &Mercing organisations. Not to mention the
businesses which tries to make money on distrigutie material in a legal way. This is currently
a very hot issue, getting a great deal of medi@i@ame — latest as of today (writing date 31.05.06)
which will be discussed further in the discussieat®n.

However this is not new. There have been numerwsuits in the business, especially made by
the film- or music industry. The first, and probabkest known, concerned the first popular
distributed p2p file-sharing program Napster. Napstas primarily designed for sharing of
music, or files in the .mp3 format, and the whobgpster community was taken down after
loosing a lawsuit made by the music industry inltte 1990’s. This was possible primarily
because of the centralized server model used bdipster protocol, which by definition had a so
called “single point of failure”.

Having this in the back of ones mind and knowing oan be monitored by the authorities, it
might also be interesting for a peer in the networknow just what information about
themselves can be (and possibly is) monitored biyoaities. If a peer only downloads and
provides legal material, a statistics reportind toay still be interesting in the purpose of having
knowledge of what other (malicious) peers can noonit

A third purpose is also perhaps the most obvioasely as a tool for authorities to monitor peer
behaviour.

The objective of this project is to modify or extlesin existing, popular p2p client. The group’s
choice landed on Azureus because of the open-sbasad policy of the program, and the
interface allowing for plugins. The modificatiorr, mugin, should collect or monitor long-term
statistics about peers. As one cannot in makegirpthat monitors all aspects of the peers or
items in a project like this, the group has focugedanonitoring the availability of a file on the
network.
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The next chapter will present the problem desaipbefore the third chapter deals with
background information about filesharing, the BitBmt protocol used by Azureus, and Azureus.
The last chapters will give detailed informatioroabthe work done by the group, and conclude
the project.
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2  Problem description

The main purpose of this project is to gather sti@s from a p2p client. The group has chosen the
Azureus file sharing program which is a BitTorrehént. How to gather statistics from this

project was decided to be done by making a plugihzureus. Some of Azureus’s many
properties is that it is an open-source applicagiod it supports plugin modules.

What this plugin should monitor, and how it shogéther its statistics was one of the problems
the group was facing when starting the projectmide the project practicable it is imperative to
limit the functions of the plugin, and to selectatipart of the file sharing system to focus on and
gather information about.

Another question was how to decide what is desitBamation once the decision is made
regarding what to monitor. Because of the BitTorsyrstem, one does not search for files, or
ping hosts from the Azureus program. To downloéittaone must apprehend a .torrent file
which says something about from where one can dmwdhihe parts of the file one want. The
torrent file contains a list over the different peef the system that has some part of the fild, an
the seeds that has the whole file. If one is toitoothe uptime of a file, or torrent, on the
network, one must first find out if the whole fikeavailable. If it is not, that is — if only pa$

the file is available, should this then be measaedptime for the file?

The next problem one faces when making a pluginuteob a program one has never even used
before, is to get to know the program. Making agpidfor Azureus means to make use of the
native packages and classes of Azureus. Azureusntlyr consists of 37 packages for use with
plugins. Furthermore these packages consist otR48es. It is a huge job to get familiar with
these classes and to find the right classes aratidms to use with the plugins to get the desired
functionality.

Finally, the group decided upon making a pluginakhinonitors the uptime of a torrent, and will
try to present this information in a meaningful way
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3  Background

Azureus, for which the group has made a plugia,vuery popular Java based file sharing
program. It makes use of the BitTorrent file shaimotocol and is one of the most popular
BitTorrent clients. To understand how such a progveorks, one needs to know a bit about file
sharing, the BitTorrent protocol and Azureus. Tikidescribed in the following chapters. Short
definitions of words associated with BitTorrent axailable in Appendix Al — Glossary.

There probably exists some advanced tools makipgssible for authorities to keep surveillance
over organized crime and/or aspects of the temwarrmunity. Putting this aside, it should be
possible to make some easy-to-use and not tocpiplications that can make some statistics
based on the information available from the differfile sharing systems. This is what the group
has intended to do, though a somewhat limited rodng tool with regard to what it is reporting.

3.1 File Sharing

File sharin§’ is the practice of making files available for athsers to download over the
Internet and smaller networks. Usually file sharfiolipws the peer-to-peer (P2P) model, where
the files are stored on and served by personal atergof the users. Most people who engage in
file sharing are also downloading files that othsers share. Sometimes these two activities are
linked together. P2P File sharing is distinct friska trading in that downloading files from a P2P
network does not require uploading, although soate/orks either provide incentives for
uploading such as credits or force the sharinges being currently downloaded.

In practice, many of the files shared on file shgmetworks are copies of copyrighted music and
movies. Sharing of these copies with strangersawitluthorisation from the copyright holder is
illegal in most jurisdictions.

3.1.1 History

File sharing is one of the original applicationgtw# internet, preceding even email. FTP evolved
as a common standard for file sharing and isws#d to this day. Having said that, when people
use the term 'file sharing' they are usually réfgrto the exchange of files over peer-to-peer file
sharing networks.

File sharing first came into the public eye witle fiopularisation of MP3 files in the mid- to late
1990s. MP3s would commonly be uploaded to free sgelte accounts such as Geocities and
Tripod. This practice lasted for a short time utité web hosts realised what their web space was
being used for. Sites hosting MP3s uploaded tovirele space would often only last a very short
while before the files were removed. MP3 sites texatted this by uploading MP3s using fake
file extensions which, again, worked for a shartdiuntil the web hosts realised what was
happening. It wasn't until the advent of peer-termoftware that file sharing became easily
available to the average internet user. In 199%Maporiginally a centralized system, became the
first major P2P file-sharing tool, popularizingefisharing. Napster was a localized index for MP3
files shared by the users logged into the systemcluded IRC-like chat and instant messenger
features. Many new major clients now follow its ewade in design. An MP3-only sharing system,
Napster was finally shut down by legal attacks fittse music industry. It was openly attacked by
some artists (notably Dr. Dre, Metallica) and supgub by others (Métley Crue, Limp Bizkit,
Courtney Love, Dave Matthews, David Crowder Band).

Even before its legal problems, the community e@ain alternative: OpenNap. A reverse-

engineered version of the Napster protocol, it veésased as the open source server alternative
for Napster users. These networks continue to exesh after Napster's collapse and many clients
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using this protocol have appeared, particularihlie help of the Napigator Server list - an effort
to centralize all of the different servers and reks.

Afterward, a decentralized network known as Gnatafypeared. This service is fully open source
and allows users to search for almost any file;tysers can find more than just MP3s on these
networks. It was created in response to the thres¢d toward any centralized body like Napster.
The purpose behind decentralization is to preventsangle broken link from compromising the
entire network.

Gnutella continues to define file sharing todaynfing the extremes at both ends of the law in the
wake of a series of civil lawsuits filed againstrquuter users by the RIAA (which began in
September, 2003), however, Napster has gone aveblefira gap, which to some extent has since
been filled by BitTorrent and others. Gnutella &itT orrent are free and open protocols and
services while Napster has been resurrected asimercial online music service that competes
with other commercial services like iTunes and Riogly. Most file-sharing systems since have
sought to ride the line between these two extremes.

Today a variety of file-sharing programs are avddaon several different networks. Availability
depends partly on operating system, and differetwaorks have different features (for example,
multiple-source downloads, different sorts of skdimiting, and so on).

3.1.2 Network architecture

There are several major issues surrounding filersipaOf these, the two most important are
centralization vs decentralization and the privang anonymity of users. The latter takes on
added importance when the legality of file-shaisghallenged by some copyright owners. A
third issue is the collection and sale of data &bsars, using software referred to by its detracto
as "spyware".

In the early days, client software was protocolesige so one had "Napster" clients, and one had
"Gnutella" clients. There is an everpresent puslatds making the GUI-side of things capable of
using multiple protocols. It is argued: why shoaldser have to load up several different
applications to do what is, in their mind, the sahieg?

In cases where there is perceived value in cafigcsome people will have lots to share and will
find themselves surrounded by eager people. Thisaase problems when the collector cannot
keep up with demand. Decentralization is one méaa#ieviate this problem, especially in cases
where it is possible to ensure that multiple copiesa popular item are available from multiple
sources (even simultaneously, as with multi-sodm&nloading).

Decentralization has also been pushed as a meansoming the threats posed to a centralized
network, either by legal disputes or hostile usArdecentralized network has no body to attack;
only its individual active members may be targeted] even if a small portion of them are
removed the remaining peers on the network willls¢ able to function.

Concepts like leeching or hoarding come about wttexene centralized person will collect files
and later refuse to make those available to otfigesle and ratio systems evolved in order to
reduce the impact of leeching. Under these systamerson shares when he can expect to get
something in return. KaZaA, for instance, has § w&mnple rating system. The client calculates
the user's priority and tells the sources whatlle’downloading priority they should give that
user. Shortly afterward, however, hacked clienteeweleased that told the sources that the user
had one of the highest priority levels regardiddsi®actual sharing.
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Another client which has a rating system is eMiilee eMule client, which uses MFTP as its
protocol, tracks how much downloading and uploadiag been done from individual sources and
if files are downloaded locally or if other peersadhload files. Sometimes it seems that this rating
system does not have a big impact on the downlpa€ds A reason could be the size of the
upload queue and the chunk size. If there is aupé@ad slot, the client takes the peer on top,
transferes 8 MB to it and moves it to the end efdheue. A peer with rating of x2 would have to
wait to get an upload slot for only half of the ambof time of a peer with a rating of x1.
Furthermore, after the client has received an 8dWink, it should upload an 8 MB chunk to the
other peer as soon as possible if there is a dadmending for that user. Then the other client
would upload one chunk to you and your downloaddmnd the one from the other client will
increase.

BitTorrent also has a very good share rating sysidm download speed is slow if a client does
not upload, but it can easily be the fastest paitdche size of the swarm is large enough.
Today we are left with a slew of clients with fuiociality designed around making sharing files
more effective, both in the real sense of uploading downloading (like anti-leeching functions)
and in the more ethereal sense of being bulletgmweérd legal issues (as with anonymity and
decentralization).

3.1.3 Generations of p2p file sharing networks

First generation

The first generation of peer-to-peer file shariegworks had a centralized file list, like Napster.
Courts in the United States ruled that whoeverrotied this centralized file list, containing
works whose copyright was being infringed upon,ev@sponsible for any infringement.
Ultimately, Napster was held liable even if it uskd most advanced technology available to
identify works copyright holders had asked it todK, because no technology that can identify
works with 100% certainty exists or can exist. Napsontinues to operate today, but the
company has taken a new direction, and is now liegatributing music under a subscription-
based model.

In the centralized peer-to-peer model, a user weefdl a search to the centralized server of what
they were looking for, i.e., song, video, movieeTerver then sends back a list of which peers
have the data and facilitates the connection amthbbad.

Second generation

After Napster encountered legal troubles, Justamkel of Nullsoft set out to create a network
without a central index server, and Gnutella wasrdsult. Unfortunately, the Gnutella model of
all nodes being equal quickly died from bottleneakshe network grew from incoming Napster
refugees. FastTrack solved the problem by havingesoodes be 'more equal than others'.

By electing some nodes that had more capacitydexing nodes, and having lower capacity
nodes branching off from them, it allowed for awatk that could scale to a much larger size.
Gnutella quickly adopted this model, and most qurpeer-to-peer networks follow this model,
as it allows for large and efficient networks witth@entral servers.

Also included in the second generation are disteidinash tables (DHTs), which solve the
scalability problem by electing various nodes fbeix certain hashes (which are used to identify
files), allowing for fast and efficient searchirm fany instances of a file on the network. They are
not without their own drawbacks; perhaps most Siicgmtly, DHTs do not directly support
keyword searching (as opposed to exact-match segjch
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Third generation

The third generation of peer-to-peer networks hose that have anonymity features built in.
Examples of anonymous networks are Freenet, 12R)ri@Nand Entropy.

Friend-to-friend networks only allow already knowsers (a.k.a. "friends") to connect to your
computer, then each node can forward requestsilascathonymously between its own "friends"
nodes; some of these networks are MUTE, ANts PA& VAASTE.

Third generation networks have not reached maggeusa file sharing because the current
implementations incur too much overhead in theargmity features, making them slow or hard
to use.

3.2 BitTorrent protocol

BitTorrent®!”! is both the name of a peer-to-peer (P2P) filgibistion client application and also
the name of the file sharing protocol itself, botlwhich were created by programmer Bram
Cohen. BitTorrent is designed to distribute largeants of data widely without incurring the
corresponding consumption in costly server and wadtti resources. CachelLogic suggests that
BitTorrent traffic accounts for ~35% of all traffan the Internet, while other sources are
sceptical.

The BitTorrent protocol defines a method for adgery and sharing files over a network.
BitTorrent is a variation of earlier Peer-to-PeeP@P protocols which allowed groups of
computers to share files with one another, instédthving to access a central repository.
BitTorrent incorporates mechanisms to provide gnestalability and reliability than previous

P2P protocols such as Gnutella, at the cost ofiniagua central list of clients sharing files
(although some versions of the protocol can opevéteut a central client list). BitTorrent
typically works as part of the TCP/IP stack, megntrcan operate over normal Internet channels.

BitTorrent clients are programs which implement®Bid orrent protocol. Each BitTorrent client
is capable of preparing, requesting, and transmgifiles over a network using the BitTorrent
protocol. Files can contain any type of digitalimhation, including text, audio, video or
encrypted content.

BitTorrent is peer-to-peer in nature, as users eonio each other directly to send and receive
portions of the file. However, there is a centealver (called a tracker) which coordinates the
action of all such peers. The tracker only managesections, it does not have any knowledge of
the contents of the files being distributed, aretefore a large number of users can be supported
with relatively limited tracker bandwidth. The kpkilosophy of BitTorrent is that users should
upload (transmit outbound) at the same time theydawnloading (receiving inbound.) In this
manner, network bandwidth is utilized as efficigrats possible. BitTorrent is designed to work
better as the number of people interested in aioefite increases, in contrast to other file tfans
protocols.

3.2.1 BitTorrent compared to other file transfer me  thods

The most common method by which files are tranetean the Internet is the client-server model.
A central server sends the entire file to eachntlieat requests it -- this is how both http aqd ft
work. The clients only speak to the server, ancenéy each other. The main advantages of this
method are that it's simple to set up, and ths &le usually always available since the servers
tend to be dedicated to the task of serving, aagavays on and connected to the Internet.
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However, this model has a significant problem Viis that are large or very popular, or both.
Namely, it takes a great deal of bandwidth andesemsources to distribute such a file, since the
server must transmit the entire file to each cli®erhaps you may have tried to download a demo
of a new game just released, or CD images of almiemx distribution, and found that all the
servers report "too many users,"” or there is a tprege that you have to wait through. The
concept of mirrors partially addresses this shoniog by distributing the load across multiple
servers. But it requires a lot of coordination affdrt to set up an efficient network of mirrors,

and it's usually only feasible for the busiestitds

Another method of transferring files has becomeutenprecently: the peer-to-peer network,
systems such as Kazaa, eDonkey, Gnutella, Diregh€xd, etc. In most of these networks,
ordinary Internet users trade files by directly mecting one-to-one. The advantage here is that
files can be shared without having access to agpregrver, and because of this there is little
accountability for the contents of the files. Henbese networks tend to be very popular for
illicit files such as music, movies, pirated softegetc. Typically, a downloader receives a file
from a single source, however the newest versi@oofe clients allow downloading a single file
from multiple sources for higher speeds. The pmobdsscussed above of popular downloads is
somewhat mitigated, because there's a greater etlaatca popular file will be offered by a
number of peers. The breadth of files availablel$en be fairly good, though download speeds
for obscure files tend to be low. Another commoobbem sometimes associated with these
systems is the significant protocol overhead faspay search queries amongst the peers, and the
number of peers that one can reach is often lindted result. Partially downloaded files are
usually not available to other peers, although soewer clients may offer this functionality.
Availability is generally dependent on the goodwillthe users, to the extent that some of these
networks have tried to enforce rules or restridicggarding send/receive ratios.

Use of the Usenet binary newsgroups is yet anatiehod of file distribution, one that is
substantially different from the other methodse&itransferred over Usenet are often subject to
miniscule windows of opportunity. Typical retentibme of binary news servers are often as low
as 24 hours, and having a posted file availabl@ faeek is considered a long time. However, the
Usenet model is relatively efficient, in that thessages are passed around a large web of peers
from one news server to another, and finally fanmetcto the end user from there. Often the end
user connects to a server provided by his or Hey i&sulting in further bandwidth savings.
Usenet is also one of the more anonymous formieogiiaring, and it too is often used for illicit
files of almost any nature. Due to the nature offf®iNa file's popularity has little to do with its
availability and hence downloads from Usenet tenidet quite fast regardless of content. The
downsides of this method include a baroque seatletrand procedures, and requires a certain
amount of effort and understanding from the usatieAce is often required to get a complete file
due to the nature of splitting big files into a Bugumber of smaller posts. Finally, access to
Usenet often must be purchased due to the extremgtiyvolume of messages in the binary
groups.

BitTorrent may be seen as closest to Usenetbiess suited to newer files, of which a number of
people have interest in. Obscure or older filesl temnot be available. Perhaps as the software
matures a more suitable means of keeping torreet$esl will emerge, but currently the client is
quite resource-intensive, making it cumbersoméngmesa number of files. BitTorrent also deals
well with files that are in high demand, especialynpared to the other methods.

3.2.2 Creating and Publishing Torrents

To share a file or group of files through BitTortetlients first create a “torrent”. Each torrent
contains meta information about the file to be saand about the host computer that provides
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the initial copy of the file. The exact informaticontained in the tracker file depends on the
version of the BitTorrent protocol, however a totréle always has the extension .torrent.
Torrent files contain an “announce” section, wheglecifies the URL of the tracker, and an “info”
section which contains a suggested name for teegffdgment size, a key length, file length, and a
pass. A single torrent can contain information aa or more files. Clients who have finished
downloading the file may also choose to act asessegroviding a complete copy of the file.

After the torrent file is created, a link to itpaced on a website, and it is registered with a
tracker. BitTorrent trackers maintain lists of tients currently downloading the file. The
computer with the initial copy of the file is refed to as the initial seeder.
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3.2.3 Downloading Torrents and Sharing Files

Using a web browser, users navigate to the stiadishe torrent, download it, and open it in a
BitTorrent client. After opening the torrent, th&Brrent client connects to the tracker, which
provides it with a list of clients currently dowlding the file or files. A group of peers on a
BitTorrent or P2P connected with each other toeshaparticular torrent is generally referred to as
a swarm.

Initially, there may be no other peers in the swamwhich case the client connect directly to the
initial seeder, and begins to request fragments.HitiTorrent protocol breaks down files into a
number of small fragments, typically a quarter ofi@gabyte (256 KB) in size. Larger file sizes
typically have larger fragments. For example, & 45B file will often have a fragment size of up
to 4 MB (4096 KB). File fragments are checked a&ytare received using a hash algorithm to
ensure that they are error free.

As peers enter the swarm, they begin sharing fratgneith one another. Because clients share
fragments with one another, instead of directlyrfriihe seeder, BitTorrent networks easily scale
to large numbers of clients. The protocol incorpegsanechanisms so that clients choose peers
with the best network connections for the fragntbay are requesting. One major innovation that
adds to the scalability of BitTorrent is the conoefg‘rare fragments”. The BitTorrent protocol
specifies that clients should always request fragmthat are the rarest, meaning they are held by
the least number of clients in the swarm. By retjuggshe rarest fragments, the BitTorrent
protocol ensures that one machine will not be swetnith requests, eliminating potential
network bottlenecks.

BitTorrent also uses a mechanism called “optimistichoking” and to create a group of
“preferred peers”. Preferred peers are a subgegaf in a swarm who are known to offer the
most bandwidth. Optimistic unchoking allows BitTemt to determine which peers should be
preferred by periodically testing peers. Peersidathe group are offered a file fragment. If the
peer downloads the fragment faster then a pedeipiteferred peered group, the new peer
displaces the old. This ensures that clients avayd downloading from a group of the fastest
available peers.

3.2.4 Limitations

It should be noted that BitTorrent does not offgrisers anonymity. Because trackers maintain
lists of file sharers, it is possible to obtain tReaddress of all current, and possibly previdiles,
sharers. It is also possible to ascertain the addsEpeers in the current swarm, meaning peers
are open to attack from fellow file sharers.

Another drawback to the BitTorrent model is thé 8harers have little incentive to become
seeders after they finish downloading. The reduthis is that seeds gradually die out as the
swarm surrounding them dies out, meaning a lowssipdity of obtaining older torrents.
BitTorrent excels in continuously connected, braadbenvironments. Dial-up users find it less
efficient however, due to frequent disconnects slod/ download rates.

3.3 Azureus

Azureud! is a Java based BitTorrent client, with support®® and Tor anonymous
communication protocols. It currently supports Wing, Mac OS X, Linux and Unix. Azureus
was first released in June 2003 at Sourceforgenmastly to experiment with the Standard Widget
Toolkit from Eclipse. It is one of the most popuBitTorrent clients.
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Azureus allows users to download multiple filesiisingle graphical user interface. The program
also features detailed statistics and a large nuofheser-configurable settings.

Azureus allows users to specify maximum uploaddowinload speeds and is configurable like
the many other clients. Azureus also allows useopen some files that have been completed
before the entire torrent from within the prograkdditionally, Azureus can serve as its own
tracker, allowing users to share their own filethvathers without uploading it to any site.
Azureus supports Message stream encryption, afttantiling method. Peer exchange and the
magnet: URI scheme are supported. Azureus' furaityrcan be expanded via various plugins
and an integration with the Nodezilla Grid Netwigkmplemented as a plugin, enabling the
anonymous storage, sharing and publication of nofikes.

Azureus version 2.3.0.0 introduced the Distribubedabase function (a form of DHT, namely
Kademlia), which is an expansion of the BitTorrprdtocol, making it more independent from
trackers. This allows for a torrent where the argitracker is down or very slow to get peer data
(and eventually download the files) from other gabiat are using Azureus 2.3.0.0 or newer. The
downside to this is private trackers, where mentbprs required, that do not want non-members
downloading their torrents are required to alteirtkorrents so the Azureus client knows not to
share peer information about that swarm. Somesritiso say that this is simply 'reinventing the
wheel,' referring to earlier peer-to-peer proto@id programs the weaknesses of which
BitTorrent was praised for overcoming. Others $@es ian evolution of the BitTorrent protocols.
Azureus uses its own form of DHT incompatible wittam Cohen's BitTorrent client.

Azureus was modified to create the Localhost Prograhich uses the Distributed Database to
maintain a virtual file system.
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4 Solution

4.1 Requirements Specification for Peer Surveillanc e plugin

Project requirements were not detailed definedaatisg point. The project was to make some
monitoring tool that can help to gather statisatadfrom theAzureus BitTorrentlient. With this
start-point and after consulting with the superiisioe group came to the following requirements.
Priority is rated from A to C, where A is most inmfant, and C least important.

Reference Name Description Priority

R1 Azureus plugin Make a monitoring tool that carnphe
to gather statistic data from the
Azureus BitTorrent

R1-1 Functionality of Create the functional part
Azureus plugin

R1-1-1 Get name Plugin should get torrent name {wha A
is downloading)

R1-1-2 Get IP Plugin be able to get IP addresses{fo A
peers

R1-1-3 Get online time Plugin should get downlogdime A

R1-1-3-1 Time format Downloading time should be B

presented in
days/hours/minutes/seconds

R1-1-4 Get availability Plugin should be able tb ge A
availability, i.e. is the whole file
available on peers?

R1-1-4-1 Availability format Availability should bmeasured in B
percent (how large part of the file is
available on peers)

R1-1-5 Get available time Plugin should get infotioraabout A
how long the monitored file has bee
100% or more available on peers.

-

R1-2 GUI of Azureus Plugin| Create a simple GUI for pres¢ion
of gathered information
R1-2-1 Azureus menu GUI create GUI that pluginespp in the A
View->Plugins menu in Azureus
R1-2-2 Sample Main View vig The plugin should open a view onthe A
Table main Azureus window when a user

chooses a plugin in the menu and
displays the name of the plugin that
was selected

R1-2-3 Plugin statistic GUI Information that adlected by A
plugin according to requirements R1
1-* should be presented in a view
window in readable format.
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4.2 Design of Plugin

Several tools were used during the work with thggrt.

Azureu$ client was used in the project. It is a Java ba&ittbrrent client,
é&aﬁéﬁl@ with support for I2P and Tor anonymous communicapootocols. It

currently supports Windows, Mac OS X, Linux and MINAzureus was first
released in June 2003 at Sourceforge.net, mosdygeriment with the
Standard Widget Toolkit from Eclipse. It is onetloé most popular BitTorrent clients. Azureus
uses java language and comes bundled with manjumivie features for both beginners and

advanced users:

Multiple torrent downloads

Upload and download speed limiting, both globatyl @er torrent
Advanced seeding rules

Adjustable disk cache

Only uses one port for all the torrents

UPNP sets the forward on your router

Can use a proxy, for both tracker and peer comnatinits
Fast resume

Can set a default download dir and move completesl f
Can import torrents automatically from a set dir

Highly customizable interface

IRC plugin included for quick help

Embedded tracker, host your own torrents, autoymte shares (periodic scanning of a
dir)...

Distributed Hash Table: host on it a completelyateralized torrent and/or benefit from it
when the tracker is offline.

One of the coolest features about Azureus is thiaas a plugin architecture, and that’s why it
became the group’s choice in this project.

The group used Eclip§kto program in java. Eclipse is a free software /
ecli pse open source platform-independent software frameviarkielivering what
the project calls "rich-client applications”, agpoped to "thin client”
browser based applications. Eclipse was originddlyeloped by IBM as
the successor of its VisualAge family of tools.igsé is now managed by the Eclipse Foundation,

an independent not-for-profit consortium of softevardustry vendors.
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a%a ~ Omondd™! was used for creating UML class models. Omondo UML
=2 méaﬁﬁao Eclipse Plugin is a visual modeling tool, nativeliegrated with Eclipse
3.1 and JDK 5. It uses a standard UML2 metamodwd.ifiterchanges of
common 2.0 XMI schemas are now possible because idors, such as Omondo, are
providing modeling values on the top of a standard common metamodel. Switching from one
tool to another will also be possible. Projectd b free to select different technologies without
being blocked by just one vendor or technology.
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4.2.1 The Basics

Created plugin has got name “Peer Surveillanceiplugicture below is showing the structure of
the project in eclipse.

=l-%== Peer Surveillance Flugin

=18 {default package)
+ E] PeersurveillancePlugin, java
+- [J] pluginDownloads. jawva

+|--E=), JRE Swskem Library [jrel.5.0_0&]

+gil swikjar - Efskole_tinglrmaskeri4ikk_2Y404_d

+ma AzUreusZ.jar - Erskole_tinghmasteridike 244
plugin. properties

Figure 1 - Project Structure

Two external libraries are added to the projeatye@izs2.jar and swt.jar (for GUI). Plugin is then
bundled as one .jar file that contains at its teeel a file named 'plugin.properties’, standakaja
property file, with following information:

plugin.class= PeerSurveillancePlugin

plugin.langfile=AzureusPluginExamples.PeerSurveilla ncePlugin

plugin.name= Peer Surveillance Plugin

plugin.version=1.0

plugin.id= PeerSurveillancePlugin

Next picture is showing a model that in some degrgaains what the group has made.

Azureus2 and l |

Plugin.class | swt libraries Azureus

implements ~Plugin.Initialize();

Our Plugin:

Peer
Surveillance.jar

Figure 2 - Architecture model for Azureus plugin

As mentioned earlier, Azureus has a plugin arctutecthat makes plugin development easier. It's
'main class' implements org.gudy.azureus2.plugingi® (as all Azureus plugins have to).

The plugin interface lives in the packages undgrgudy.azureus?2.plugins.

The required initialize methdelugin.initialize(..) is used to pass a key to the plugin
interface as a parameter. Almost all plugin funwidy is returned from the Plugininterface.
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4.3 Implementation

The groups solution consists of 2 java classeg3eeeeillancePlugin.java and
pluginDownloads.java. The first one of them extedldss Thread and implements classes Plugin,
DownloadListener and DownloadManagerListener framAzureus? library as it is showed in

the diagram in a Figure 3.

: sirterface: e 3 PeerSurveillancePlugin -p0 | @ pluginDownloads
L 15 org.gudy.azureus2.plugins.Plugin e
o log: LoggerChannel ] o, startTime: lang

@ runTime: long

41\.'//

G runningTime: long

@ java.lang.Thread I I @, name: String
o contextClazsloader: ClassLoader |
o uncaughtExceptionHandler: UncaughtExceptionHandler | v
| | ainterfaces
v e org.gl‘(ly.azureu52.pIugins.(IownI0ml.DownIoatILis‘lener
«interfaces |
& java.lang.Runnable |
@ java.lang.Object v G,
Rt 3

& org.gudy.azureus2_plugins.download.DownloadManagerListener

Figure 1 - Class Diagram 1

In Figure 4 the more detailed class model of tloigs solution is presented. Both models are
created with the help of Omondo Eclipse UML pludirectly from the sourcecode.
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D PeerSurveillancePlugin @ pluginDownloads
o log: LoggerChannel @, name: String
< plugininterface: Plugininterface @ runTime: long
& text: String < pD @ running Time: long

- - @y, startTime: long
PeerzurveillancePluging)

Start()

Stopl)
dovenloaddded)
dovenloadRemoved()

calculateTime)
getGlobalTimel)
zetGlobalStart Time)
stopTimer()

e e 0@

initializel)

o)
postionChanged?)
runi)

zetlogl)
setStatus()
stateChanged)

9 09 00000000

@ CreationDateRefreshListener

@ refreshi)

Figure 2 - Class Diagram 2
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4.3.1 How to start the plugin?

First you have to copy PeerSurveillancePlugin_arQife into the folder with the same name
(remember to create the folder!) in the Azureufigims directory that can be found in a folder
with your personal settings, with the address msething like:

C:\Documents and Settings\username\Application
Data\Azureus\plugins

Azureus loads plugins on startup, which meansytbathave to re-start azureus to test the plugin.
You must also have some torrents (downloads/upjcadsing in order to get some information
for plugin to gather. Without those plugin willsunot work, as it has nothing to do.

& Azureus
Fil Owerfgringer Vis  Verktgy Programtilegg  Hijelp
Mine torrenter 57
Rating Helse # | Mavn Starrelse | Lastet ned Ferdig | Status Seeds Delere
i g i g e Q 1 @ dehian-31r2-pa... 4,33 GB 17,94 ME 0,3%  Laster ned a 1
i i g gl g @ 2 @ debian-31r2-po... 4,33 GB 12,90 MB 0,2% Laster ned i} 1]
<
Rating Fardelingsrang Helse # | Mavn Stgrrelse | Status
£

Figure 3 - Starting Azureus

Here for testing the user is trying to downloacedition of Debian GNU/Linux Operating
Systen! on 2 DVDs (see reference for address where exatopients can be found). There are
also numerous others addresses on internet whareayofind torrents for downloading, with
both legal and illegal contents.
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F‘* Azureus g@ ol

Fil Owverfgringer “is Verkbgy  Programtilegg  Hielp

-

l'j | N 5 Distribuert DB

1 — L Distribuert tracker

Mine torrenter 53 External Seeds ,
Rating Helse IRC - Teknisk support online Stgrrelse | Lastet ned Ferdig | Status Seeds Delere

plrgrir gl girgring JPC 4,33 GB 11,54 MB 0,2% Laster ned 4062) 0{398)
g g e LAN Peer Finder 4,33 =B 5,96 MB 0,1% Laster ned Z(43) 0309}

Oppdatering av programtillegg
Peer Surveillance Plugin
UPRP

Installasjons-veiviser
Awinstallasjons-veiviser

< Ii ] il
Feating Fordelingsrang Helse # | Mavn Stgrrelse | Status
(| ‘ 1 1 ) 1

Siekker For oppdateringer |00 00| () Rate | (0 MAT | () DHT initialiserer | {jun 01, 20:52} IPs: 0 - Of0/0 | 57 [105K] 39,7 kBfsek | &£y [40K] 459 Bfsek

Figure 4 - Starting Peer Surveillance Plugin

The plugin lies under the name Peer SurveillanagiRlin the list of other plugins. To start it, one
just has to choose it from the menu, as it is shiowRigure 6. In this example a Norwegian
version of Azureus p2p client is used, in the Estgitersion, plugin can be found in the main
menu under:

Plugins -> Peer Surveillance Plugin
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4.3.2 What can one do with it?

Figure 5 - Plugin in work

In Figure 7 the plugin is up and running.

It shows information about:
Name of torrent, can be a file or a folder name yloa are uploading or downloading.
Information about all peers that shares files yloat are downloading (IP and port
number).
Availability of a torrent on the network at a padiar time (how large part of a torrent is
available at the moment) measured in percent. 18@%ability means that the whole
file/folder is available now, and then we say th&t available for downloading. One does
not want to wait 2-3 hours to just get 80% of &tethe end. And if it goes over 100%,
then it means that the whole file is availableuspbarts of the file/folder are also
available more than once.
Total online time - the time that the user usedhistorrent since he started Azureus.
Total time available — time when that particularéot was not less than 100% available.
Counts proportionality between the total onlinediand total time available and shows it
in %. The bigger this number is, the bigger tha'asghance to get the whole file/folder at
the end of the downloading, and probably downlogaill be finished sooner (this also
depends on speed of course).
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4.4  Validation and testing

Reference Test date Status Description

R1-1-1 31.05.2006 Ok Plugin manages to get tomante
(what is downloading, we can't call it
filename because it is can also be
folders name)

R1-1-2 31.05.2006 Ok Plugin manages to get IP addeefor
peers

R1-1-3 31.05.2006 Ok Plugin manages to get dowmhgad
time

R1-1-3-1 31.05.2006 Ok Downloading is presented in
days/hours/minutes/seconds

R1-1-4 31.05.2006 Ok Plugin gets availability (see
requirements for more information).

R1-1-4-1 31.05.2006 Ok Availability is measured ahdwed in
percent with the “%”symbol after.

R1-1-5 31.05.2006 Ok Plugin gets and shows infamat

about how long the monitored file has
been 100% or more available on peers.

R1-2-1 31.05.2006 Ok Plugin appears in the Viewdgis
menu in Azureus under the name Peer
Surveillance plugin.

R1-2-2 31.05.2006 Ok The plugin opens a view omthaé
azureus window when a user choses|a
plugin in the menu and displays the

name of the plugin that was selected

R1-2-3 31.05.2006 Ok Information that are colledtgglugin
according to requirements R1-1-* is

presented in a view window in readahble
format.
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5 Discussion

5.1 Monitoring

One of the questions the group was facing in tiggnioeng was whether to monitor something
when someone (a peer) was downloading from thewigletthe plugin module, or whether one
rather should gather information while the peehwite monitoring module was downloading
from other peers and/or seeds. After deciding taitoothe uptime of a torrent on the network,
the group reached the conclusion that the mostipahthing would be to start a download of this
torrent to measure the uptime.

Once this decision was made, another interestiegtopn emerged. In the BitTorrent system a
peer is a user who has one or more parts of affleen a user wants to download a file from the
BitTorrent network he must first get a torrent filescribing which peers that have which parts of
the file. The user then starts downloading thests fieom the different peers. If there are not
enough peers such that all the peers togetherdibtre parts of the file one cannot download the
whole file from peers. The user then contacts #&sl ©r seeds listed in the torrent file to
download the parts of the file it cannot get hdldrom the other peers. A seed is a user, or peer
for that matter, who has the whole file.

The question in mind was whether a file is “up'tiie network if only parts of it are available
through peers, and no seeds are online or availatmagh the network. Should one only measure
uptime on a file if there were seeds availabletiat file? After some discussion the group
decided to try calculating information about just\hmuch of the file is available through peers.

If no seeds are available, and 100% of the fileoisavailable through peers it was agreed that the
file was not available as a whole and therefore*mpt. For some file types, such as the mp3
audio format and some video formats, one canpséll the file although one does not have the
whole file. This usually requires that one at |d@st the beginning and/or end of the file where
the header-information lies. Although these filesld still be playable, one cannot view or hear
the whole film or audio track, the missing partgha file is still missing so to say. Other file

types such as documents or programs would notdaabde if the whole file is not available. This
was the reason the group decided that a file iSupstif not 100% of it is available. As a result

the plugin does not measure uptime if not 100%effile is available through peers and no seeds
are available.

5.2 Making an Azureus plugin

After solving the initial problems regarding whatrhonitor and why, the group could start
focusing on making the Azureus plugin. Althoughréhexists examples on how to make a plugin
in Azureus, nothing has been made earlier to shmwtb monitor the torrents in the way the
group wanted to do. The example plugins was howeswgr useful prior to making the special
monitoring functions. They gave a pretty good idbaut how to make a plugin, and how to
implement it into the Azureus client.

When making a plugin for Azureus one has about@®#&@in classes at hand. This says two
things; there are many available functions for mgla plugin and one can probably find a
function to do what one wants to do, and secomdlliprobably be hard to find the right function
to do this. While working with the plugin, thesesasiptions seemed to be pretty accurate.
Combined with the fact that the available documigmmg! is insufficient, these problems made it
pretty hard and time-consuming to make the deduectionalities work correctly in the plugin.
One of the biggest problems with the documentasdhat although all the classes and functions
in these classes are listed, there is not alwayslescription for the functions. To find the cotrec
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function that gave the desired result the grouptbatb a lot of experimenting. Often the only
way to find out if one was using the correct metbodlass was to try and fail.

Trying and failing implies lots of compiling and ji@mentation of the plugin. Although the
Azureus program supports plugin modules, the gfea[s it is an inadequate system for testing
the plugins. One cannot test the plugin in the dgbuin Eclipse (which is the development tool
used by the group for this project). To see ifghegin actually works with Azureus, and if the
functions work in a desired way, one has to contpieplugin in Eclipse and restart the Azureus
client since the Azureus client loads plugins attap. As anyone can see, this is a very time-
consuming way to do testing.

Efforts to do a lot of coding and programming beftesting also did not work very well. While
one has to test the plugin in Azureus, one is dégr@non Azureus to give error messages if
something should fail. Azureus does give certaioranessages, but only if the error occurs in the
initialize method. This is very inconvenient. Simest of the functions are not implemented in
the initialize method, this means that most offthrections will not return an error message the
group can see if it should fail. Again this impleot of trying and failing. When a function is
implemented in the plugin one has to test the pligiAzureus, and just see if it works. If the
desired result does not show, one must assuméhth&inction does not work, and just make a
qualified guess as to why not. This signifies aolioéxtra work and overhead while making and
testing the plugin.

Finally, when testing the monitoring functionaldfthe plugin, a new question regarding
monitoring of peers arose. Because seeds or gedrkadve parts of or the whole file one is
monitoring can be busy, one cannot necessarilyexrin them although they are online. This
results in a new variety of the question discussetier about whether or not a file is available, o
“up”, if one cannot download the whole file. Sirc@eer can limit its number of upload
connections, a peer can be online on the netwatkstlh not be available to download from. This
also leads to a problem statement which sayshlegte¢er might go offline before one can connect
to the peer. Drawing the conclusion from the eadiscussion, the group decided that the file is
not available as a whole if one cannot connediéqoeers or seeds that have the missing parts of
the file. Another problem is that the plugin does get the percentage of the file-availability from
these peers. That is, a peer whom the plugin iblaria connect to, does not count in on how
much of the file that is available. In other woitda file is 85% available, and there is a peet tha
has the last 15% of the file — but it is not polestb connect to this peer at the time, for one or
another reason, even though the peer is online pltlgin does not count these last 15% as
available. This again resulting in the file onlyifme85% persent available and not being counted
as “up”, and therefore not being given any uptiméoag as it does not have 100% availability
according to the rules set by the group.

5.3 Different p2p systems

Making a monitoring program on a p2p system witlare to what to monitor and how to

monitor it, depends a lot on which p2p protocol cheoses. In this project the group has focused
on the Azureus p2p client which is based on th&drent p2p protocol. Because of the design of
the BitTorrent protocol it is hard to find waysrwnitor single users, or users based on e.g. IP
addresses. These aspects of monitoring would plpbatmuch easier to monitor using another
p2p protocol. Currently there is a huge amountifé@éent p2p protocols being used for file
sharing, and numerous clients based on these pistoc
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Some of these clients include Kazaa, BearSharephdurs, Shareaza, LimeWire, eDonkey2000
and DC++. There are many others, but these exaraptesased on the most popular protocols in
use as of December 2005, namely eDonkey2000, FadtTGnutella and Direct Connect (DC).

To compare the BitTorrent protocol with all of tegwrotocols would be a project in its own (see
[10] for a comparison of file sharing programs)t tmuillustrate some of the differences, and why
monitoring of certain aspects of the p2p networkildde different using another protocol, one
can use BearShare — a p2p client based on the @mrtetocol. It can also be worth noticing that
some of these file sharing programs, or protoalpport anonymity — something that would
make monitoring of peers somewhat difficult. Sorhéhe applications, such as Shareaza, aMule
and Gnucleus, are also open source and multi-nktamplications. This might make them natural
choices as base for a monitoring program.

Gnutella operates on a query flooding protocol. 8aifthe features of the Gnutella network
protocol includes:

- ping: discover hosts on the network

- pong: reply to ping

- query: search for a file

- query hit: reply to query

These features enables the application to pingslfostvhom it has acquired an IP address and
constantly check whether a certain peer is onlimgot, without being dependent on a known
shared file on this peer. One can also run a quevgrds a particular peer, this way find all the

files shared by this peer. Once these files aredisut, one can later find the same peer based on
this list. Another possibility is to use the usem@aone has on this network. In the BearShare
application one can easily see this name, aneifRhaddress changes one can still locate the peer
by its username. A third possibility is to combthese methods.

After deciding who to monitor, this would also leser to do from e.g. BearShare than a
BitTorrent client. The Gnutella protocol used byaBehare allows for pinging of peers, or queries
for that matter. Instead of starting a downloadlrfr@ peer to monitor it, like the group has done to
monitor the availability of a file on the BitTorrenetwork, one could easily just run a new search
for some of the files from the list of the peentonitor. In case the wanted peer appears in the
search results, this peer is still online on thievoek. This could also be done more easy by doing
a ping toward this peer. Although when doing tbise would probably want to check the
username of the pinged IP-address with the olddidfesss and username of the peer, to avoid
registering this peer as online if a new peer hAksri the IP-address in case of dynamic IP.

Since this kind of searching and pinging is notsiale, or at least not this well implemented in
Azureus and the BitTorrent system, it would be mondre suitable to use a system based on a
protocol like the Gnutella instead of BitTorrentake an application to monitor these aspects of
a file sharing system.

5.4 Legal issues

Dealing with file sharing it is almost impossibletrio encounter legal issues. Questions like what
is legal material and what is not are even dispusederal artists are pro-file sharing while the
record companies ban this kind of activity. Are plecallowed to download and share music from
artists that promote file sharing and would likeple to do this to their music? Technically the
music belongs to the record company, or at leasstast cases it is copyrighted by these
companies, and this would make it illegal to shiaom the internet through p2p programs. But
what when the makers of the music says it is okaatdally urge people to do it?
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Record companies and film companies are perhage thho ban this kind of activity the hardest.
From their point of view it is a logical thing t@dbecause they think they loose money from file
sharing. A conclusion like this may seem logic tavd, but nonetheless there are actually no
studies of the phenomenon that can support thisohme cases it is even the other way around.
Because file sharing works like promoting of tHedior music or films, it has not been shown
that it affects the sale in a negative way.

As an example one can take a look at the band Redib A leak of Radiohead's album Kid A on
Napster may have actually stimulated sales. Trioks Kid A were released on Napster 3
months before the CD's release and millions hachttmwded the music by the time it hit record
stores. The album was not expected to do thattediégin with as it was an artsy endeavour by a
band that had only hit the Top 20 in the US ondereewith the aloum Ok Computer. There was
very little marketing employed and few radio staigplayed it so Napster was expected to kill off
whatever market was left. Instead, when the CDnelesased Radiohead zoomed to the top of the
charts. Having put the music in the hands of soynpeople, Napster appears to be the force that
drove this success. Nonetheless, the record indwsts reluctant to credit a company it was
suing.

In this case file sharing clearly worked as a f@fncommercial — a way to make the music known
to people, not only as a distribution channel fatenial people do not want to spend money on
buying when they can get it for free. Another pafiview from users is that file sharing may
work as a kind of quality control. Because one lesien to the music before one buys it, one does
not spend money on music one finds out one doekkeor should not have bought. This also
works for other kind of material like movies. Asratter of fact this is possible in most CD-
selling stores, but it is much more convenientiayers to be able to listen to the music in a
relaxed atmosphere than in a crowded store. lirthsic they have downloaded is very good,
many of the users of file sharing still buys the’€Because of this the record industry gets more
satisfied customers who are able to avoid perhapsyang impulse-byings.

Another approach to file sharing is those who emditand use it to distribute their projects. A
good example is the Finnish full feature-length re@arody of the sci-fi series Star Trek and
Babylon5. The movie is called “Star Wreck: In tHe&kidning”. After seven years of production it
was released in 2005 under a Creative CommongAtioin-NoDerivs-NonCommercial license.
Star Wreck: In the Pirkinning was downloaded ov@®d,000 times during the first week after its
release and the current estimates by the hostimgeeMagenta sites, are between 3.5 - 4 million
downloads, including mirror sites, making the filne most popular Finnish film of all time,
topping previous record of Tuntematon sotilas (app2.8 million viewers). Numerous TV and
magazine interviews of the film's authors have hmdrlished, both in Finland and abroad. Star
Wreck: In the Pirkinning has also been shown omiSi national television, YLE TV2.

The legal question of file sharing also differsnfroountry to country, something that makes it
extremely difficult to pursue since file sharing te internet is so distributed across borders. A
question is if it is practical to pursue legal reggtof this type when such a large part of the
population, perhaps even the majority, is doin{f the authorities are going to pursue file
sharing, one must also question how this shoulddme. Monitoring people’s IP-addresses and
what kind of information they send and receive dherinternet is comparable to surveillance and
phone-tapping of people. In other words, in mosintoes it would be illegal without a court
order. To get this the authorities need strongisimpabout illegal activities performed by the
person in question. It is hard to see that thiskeaa suitable way to deal with the “problem”. Of
course, dealing with organized crime (such asahidd-pornography or terrorism) it would suit a
much better purpose and therefore be a much maebkuapproach to deal with the problem.
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Legal issues of file sharing has been a hot issaesnce the mp3 file sharing network Napster
emerged in the late 1990's. Napster which was &r@éred system with servers that stored and
provided the mp3’s was easy to pursue legally,fartiermore it had a single-point-of-failure.
With today’s systems it is much harder to pursuegally because there is no servers that
provides the files. With the BitTorrent system thare centralized servers, but these only
provides information about where to find the filaad in most countries this is not illegal. The
people of torrent site The Pirate Bay comparestthmoviding information, or a map if one will,
about where to find the library which again prow@®pyrighted books.

As to show how hot this issue is, the Swedish campddne Pirate Bay was raided by some 50
policemen who confiscated all their servers andpater equipment yesterday (as of current time
01.06.06). The content of the servers is not pteteby the media industry’s copyright or
intellectual property right, but the information kes it possible for the BitTorrent clients to find
such material. Whether the authorities can pursisenatter further or chooses not to remains to
be seen. The Pirate Bay administrators reckonwhiype up and running again sometime the
next few days, since they are certain that it adiogrto Swedish laws is not illegal to provide
torrents. They mean they cannot be held liableviuat people do with the torrents they get from
their servers.
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6 Conclusion

With the Peer Surveillance Plugin made by the giibigpossible to monitor a file’s, or torrent’s,
uptime in the BitTorrent network. Such a p2p monitg program has several possible areas of
application. One possible use is to make usergpicients aware of what information about
themselves that can be monitored. Although the ézsiBitTorrent client is open-source and
supports plugin modules, insufficient documentatiod a large class library makes it hard to
develop a very useful application in a short projeriod like this. Despite of this, the group has
managed to make a useful pugin to collect inforamagibout the average uptime of a file on the
network.

File sharing raises a wide range of legal issudsuttimately a program that is able to monitor
certain important aspects of the p2p system cgmthelauthorities in their pursue of cases
involving file sharing.

If one was to further develop this concept it mightdesirable to use another file sharing client
based on another p2p protocol than the BitTorrestbgol. The BitTorrent protocol makes it hard
to monitor single users, which possibly might be mhost interesting field of survey. All things
considered the group feels it has reached a pgetig solution, especially taken the time range of
the project into consideration. The group feels $iharing is a very current issue that touches
many of today’s interesting aspects of the IT-comityu As for distributed systems the group
experiences that it has learned a lot by workint wiis project, and is satisfied with the achieved
results.
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Appendix

Al Glossary & abbreviations

Short definitions of terms used and referencesittihér relevant glossary sources

choked

This is a term used in the description of the Bit€nt protocdi. It refers to the state of an
uploader, i.e. the thread that sends data to anp#er. When a connection is choked, it means
that the transmitter doesn't currently want to semything on that link. A BT client signals that
it's choked to other clients for a number of reastnit the most common is that by default a
client will only maintain --max_uploads active siltamneous uploads, the rest will be marked
choked. (The default value is 4 and this is theesaatting that experimental client GUI lets you
adjust.) A connection can also be choked for otbasons, for example a peer downloading from
a seed will mark his connection as choked sincedieel is not interested in receiving anything.
Note that since each connection is bidirectiondl symmetrical, there are two choked flags for
each connection, one for each Tx endpoint.

distributed copies

In some versions of the client, you will see thd t€onnected to n seeds; also seeing n.nnn
distributed copies." A seed is a machine with thglete file. However, the swarm can
collectively have a complete copy (or copies) @f fike, and that is what this is telling you.
Referring to the "people at a table" analggpnsider the case where the book has 10 pages, an
person A has pp.1-5 and B has pp.6-10. Collectjvelgnd B have a complete copy of the book,
even though no one person has the whole thingther avords, even if there are no seeds, as long
as there is at least one distributed copy of tleesfreryone can eventually get a complete file.
Meditate on this, the Zen of BitTorrent, grasshappe

downloading
Receiving data FROM another computer.

interested

Another term used in the protocol specificationisTik the corollary to the choked flag, in that
interested refers to the state of a downloader rei$pect to a connection. A downloader is
marked as interested if the other end of the liak ény pieces that the client wants, otherwise the
connection is marked as not interested.

optimistic unchoking

Periodically, the client shakes up the list of @olers and tries sending on different connections
that were previously choked, and choking the cotioes it was just using. You can observe this
action every 10 or 20 seconds or so, by watchiag Auvanced" panel of one of the experimental
clients.

peer
A peer is another computer on the internet thatgamnect to and transfer data. Generally a peer
does not have the complete file, otherwise it wdadctalled a seed. Some people also refer to
peers as leeches, to distinguish them from thoserges folks who have completed their
download and continue to leave the client runnimg act as a seed.

query flooding

® http://bitconjurer.org/BitTorrent/protocol. html
" http://dessent.net/btfag/#what#what
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When a user (let's call him Joe) gets onto a Glauteltwork, his client creates a list of users to
whom it considers itself directly connected. Tt considers those users to be one "hop" away.

Joe then searches the networks for a file. Hisictieen sends a query to all those users who are
one "hop" away. If none of those users have theesgd file, Joe's client reissues the query. This
time, it goes to all users who are one hop away those users then forward it to all the people
they consider one hop away — all those people wldveo hops away from Joe. If none of them
have it, Joe reissues the query to users who gre tops away. He continues this until he reaches
a limit (no more levels of recursion) or the entiedworks has been searched.

The primary disadvantage of this scheme is thatrtific generated by a query increases
exponentially with the rarity.

reseed

When there are zero seeds for a given torrentifabhenough peers to have a distributed copy),
then eventually all the peers will get stuck withiacomplete file, since no one in the swarm has
the missing pieces. When this happens, someoneavaitimplete file (a seed) must connect to the
swarm so that those missing pieces can be traadfeFhis is called reseeding. Usually a request
for a reseed comes with an implicit promise thatréquester will leave his or her client open for
some time period after finishing (to add longevaythe torrent) in return for the kind soul
reseeding the file.

seed

A computer that has a complete copy of a certainemnd. Once your client finishes downloading,

it will remain open until you click the Finish batt (or otherwise close it.) This is known as being
a seed or seeding. You can also start a BT clightawcomplete file, and once BT has checked
the file it will connect and seed the file to otheGenerally, it's considered good manners to
continue seeding a file after you have finished mloading, to help out others. Also, when a new
torrent is posted to a tracker, someone must seedider for it to be available to others.
Remember, the tracker doesn't know anything ohttteal contents of a file, so it's important to
follow through and seed a file if you upload theeat to a tracker.

share rating

If you are using the experimental client with thets-patch, you will see a share rating displayed
on the GUI panel. This is simply the ratio of yaumount uploaded divided by your amount
downloaded. The amounts used are for the curresta@eonly, not over the history of the file. If
you achieve a share ratio of 1.0, that would mearwe uploaded as much as you've downloaded.
The higher the number, the more you have contribufe/ou see a share ratio of "00", this means
infinity, which will happen if you open a BT cliemtith a complete file (i.e., you seed the file.) In
this case you download nothing since you haveuhdile, and so anything you send will cause
the ratio to reach infinity. Note: The share ratimgust a number that is displayed for your
convenience. It does not directly affect any aspétte client at all. In general, out of courtésy
others you should strive to keep this ratio as laigipossible, of course.

shubbed

If the client has not received anything after gaiarperiod (default: 60 seconds), it marks a
connection as snubbed, in that the peer on the etltthas chosen not to send in a while. See the
definition of choked for reasons why an uploadeghhimark a connection as choked. The real
function of keeping track of this variable is toprave download speeds. Occasionally the client
will find itself in a state where even though itennected to many peers, it is choked by all of
them. The client uses the snubbed flag in an attéonprevent this situation. It notes that a peer
with whom it would like to trade pieces with hag sent anything in a while, and rather than
leaving it up to the optimistic choking to eventisalect that peer, it instead reserves one of its
upload slots for sending to that peer.
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swarm
The group of machines that are collectively conegéor a particular file. For example, if you
start a BitTorrent client and it tells you that yreuconnected to 10 peers and 3 seeds, then the
swarm consists of you and those 13 other people.

torrent

Usually this refers to the small metadata file yeceive from the web server (the one that ends in
.torrent.) Metadata here means that the file coataiformation aboute data you want to
download, not the data itself. This is what is gentour computer when you click on a download
link on a website. You can also save the torrdattéi your local system, and then click on it to
open the BitTorrent download. This is useful if yeant to be able to re-open the torrent later on
without having to find the link again.

In some uses, it can also refer to everything asgatwith a certain file available with
BitTorrent. For example, someone might say "I damandled that torrent” or "that server has a lot
of good torrents"”, meaning there are lots of galed favailable via BitTorrent on that server.

tracker

A server on the Internet that acts to coordinageatttion of BitTorrent clients. When you open a
torrent, your machine contacts the tracker and fsia list of peers to contact. Periodically
throughout the transfer, your machine will checkvith the tracker, telling it how much you've
downloaded and uploaded, how much you have letirbdinishing, and the state you're in
(starting, finished download, stopping.) If a tracks down and you try to open a torrent, you will
be unable to connect. If a tracker goes down duitmrent (i.e., you have already connected at
some point and are already talking to peers), yitiloe able to continue transferring with those
peers, but no new peers will be able to contact @dten tracker errors are temporary, so the best
thing to do is just wait and leave the client opgoontinue trying.

uploading
Sending data TO another computer.
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